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1.0

SUMMARY
1.1

Business Continuity Management (BCM) is part of a business resilience package that seeks to
ensure that the Dudley Clinical Commissioning Group (CCG) is always best placed to deliver
its objectives, its agreed levels of service and to do so consistently. Figure 1 below describes
the role and context of BCM within a business resilience model.

Figure 1
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2.0

CONTEXT

2.1

The Health and Social Care Act 2012 introduced reforms to the way that health care is
commissioned in England. The clinically led commissioning system involved the formation of a
number of organisations which took control from April 2013.

Patient
NHS E

Provider

CCG
Local
Authority

NHS PS
CSU

2.2

NHS England (NHS E) oversees the commissioning of health services in England. NHS E
delegates responsibility for commissioning most hospital and community health services to a
network of clinical commissioning groups (CCGs) although it commissions certain specialised
services itself. CCGs are responsible for planning and developing local health services in
England. They commission health and care services including: planned hospital care, urgent
and emergency care, rehabilitation care, community health services and mental health and
learning disability services.

2.3

Dudley CCG also has delegated responsibility for the commissioning of GP services. CCGs
work with patients and health and social care partners to ensure services meet local needs.
Commissioning Support Units (CSUs) support and advise NHS E and CCGs, allowing them to
concentrate on improving clinical care pathways and improving efficiency. The NHS property
portfolio of owned and leased buildings is managed by NHS Property Services (NHS PS).
Community Health Partnerships (CHP) may administer buildings previously funded by Local
Investment Finance Trusts (LIFT). Local Authorities (LA) have responsibility for the public health
responsibilities previously held by the NHS.

3.0

INTRODUCTION

3.1

Dudley CCG was established in April 2013, in accordance with the Government White Paper,
Equity and Excellence: Liberating the NHS, and the subsequent Health and Social Care Act
2012. These documents set out the Government’s vision for transforming the way NHS services
are commissioned. In 2016-17, the CCG’s initial budget was £456,203 million. The CCG is a
clinically led commissioning organisation that buys and monitors healthcare services for people
in Dudley.

3.2

The CCG’s registered population is 317,202. CCG staff are based at the Brierley Hill Health and
Social Care Centre on Venture Way, Brierley Hill with the exception of the
Continuing/Intermediate Care Team who are based at Tiled House, Brierley Hill. Under the Civil
Contingencies Act 2004, NHS organisations must show that they can deal with major incidents
whilst maintaining key services. This work is referred to as Emergency Preparedness,
Resilience and Response or EPRR. These organisations must have business continuity plans in
place to maintain continued levels of output in key areas when faced with local disruption.

3.3

The CCG defines business continuity as “the activity performed to ensure that business critical
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functions are available and that the CCG is able to maintain acceptable levels of service and
consistency in the event of a disruption”.
3.4

BCM is, therefore, an activity that identifies the key processes that the CCG undertakes and the
impact of a disruption on business operations. It provides a framework for building
organisational resilience which results in an effective response in the event of a disruption, so
safeguarding the CCG’s key interests.

4.0

PURPOSE

4.1

The policy sets out the general principles and corporate framework for the creation and revision
of a Business Continuity Management System relevant to the business activities of the CCG.
The policy encourages the adoption of a proactive approach to BCM and sets out the terms
and conditions with which staff should comply. The policy defines the activities for establishing
and maintaining an on-going BCM capability.

5.0

OWNERSHIP

5.1

The following specific duties and responsibilities apply within the CCG:

5.1

Chief Accountable Officer: The Chief Accountable Officer has overall statutory responsibility
for the strategic and operational management of the CCG, including ensuring that the CCG has
robust arrangements in place for business continuity management and service recovery.

5.2

CCG Governing Body: The CCG Governing Body is responsible for setting the strategic
context in which business continuity and service recovery procedures are developed and for the
formal approval of this Policy. The Governing Body is also responsible for determining the
acceptable levels of product/service delivery through monitoring service delivery and approving
any proposed developments. The Governing Body will gain assurance through the CCG’s
commissioning and contract monitoring processes that providers commissioned by the CCG
have sufficient BCM systems and processes in place to ensure service continuity.
The CCG Governing Body comprises voting members as follows:
Chair
Chief Accountable Officer
Chief Operating and Finance Officer Chief Quality and Nursing Officer
Clinical Executives - up to 5 to the extent these have not been filled by the elected GP
representatives
Elected GP representatives - up to 9 excluding the Chair Lay Members x 3
Secondary Care Clinician
Local Authority Strategic Director for People

5.3

Audit & Governance Committee: The Audit & Governance Committee will provide assurance
to the CCG Governing Body through the scrutiny and oversight of the CCG’s BCMS and the
associated activities and documentation.

5.4

Chief Operating and Finance Officer: The Chief Operating and Finance Officer is responsible
for ensuring that business continuity management plans are sufficiently robust to support the
delivery of core business functions and to ensure that these remain up to date. The Chief
Operating and Finance Officer will champion business continuity systems at a senior
management level.

5.5

Deputy Chief Finance Officer: The Deputy Chief Finance Officer is responsible for coordinating the production of the Business Continuity Plan and the associated documentation.
The Deputy Chief Finance Officer will be the Subject Matter Expert for business continuity and
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will be the point of contact for all issues of process.
5.6

Governance Support Manager: The Governance Support Manager will assist the Deputy
Chief Finance Officer in coordinating the production of the Business Continuity Plan and
working with the Business Continuity lead at Midlands & Lancashire CSU to ensure that the
documentation is regularly reviewed.

5.7

CCG Senior Managers: All CCG senior managers will ensure that their teams co- operate with
the establishment and maintenance of the BCP. They will notify any BCP revisions to the Chief
Operating and Finance Officer. They will support business continuity awareness and
acceptance amongst staff and ensure that all their staff are aware of their responsibilities within
the BCP and encourage staff participation in training programmes or exercises.

5.8

All Staff: All staff, including temporary and contract staff, are responsible for co- operating with
the implementation of this policy and any relevant plans as part of their normal duties and
responsibilities. This will include maintaining access to any systems or processes that support
business continuity strategies to be deployed in the event of a disruption. All staff must
complete one of the CCG’s training packages (see section 9).

6.0

OBJECTIVES

6.1

Dudley CCG’s business continuity objectives are to:
a)
b)
c)
d)
e)
f)
g)
h)
i)
j)
k)

Provide a framework for the development of a robust and consistent BCMS.
Identify and mitigate business continuity risks to which the CCG may be exposed.
Protect the wellbeing of its employees and critical assets.
Identify key business processes and list them in order of recovery.
Ensure that the CCG can continue to meet the needs of its customers in the event of a
disruption.
Identify and implement suitable strategies to mitigate potential loss of premises, data and
voice services, people and skills and supply chain.
Continue to meet the needs of its stakeholders in the event of a disruption
Ensure that the necessary training and awareness is available to ensure all CCG staff are
aware of their roles and responsibilities.
Provide necessary assurance to NHS England that EPRR standards relating to business
continuity can be met.
Promote and maintain the reputational integrity of the CCG.
Align its BCMS activities to ISO 22301 business continuity requirements and supporting
guidance.

7.0

GOVERNANCE

7.1

This policy applies to all CCG staff and embedded staff and should be observed by all staff from
other organisations providing services on a contractual basis.

7.2

The CCG’s Chief Accountable Officer has overall responsibility for the CCG’s business
continuity activities. The Accountable Officer has delegated day to day responsibility to the
Chief Operating and Finance Officer. The Chief Operating and Finance Officer is responsible for
the delivery and maintenance of the BCMS. The Audit & Governance Committee will provide
oversight and scrutiny and provide assurance to the Governing Body.

7.3

The business continuity policy is owned and maintained by the Chief Operating and Finance
Officer. Any changes to this policy should be reviewed and approved by the Audit &
Governance Committee.
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7.4

The Deputy Chief Finance Officer is responsible to the Chief Operating and Finance Officer for
the implementation, maintenance, exercising and auditing of the BCMS.

7.5

All Senior Managers are responsible for the execution of this policy within their teams.

7.6

The Chair of a Crisis Management Team is responsible for ensuring that an accurate record of
all decisions and actions is taken.

7.7

The Chief Operating and Finance Officer is responsible for ensuring that there is an effective IT
Disaster Recovery Plan in place and for the management of third parties responsible for the
delivery of IT services.

7.8

The business continuity policy will be reviewed annually by the Deputy Chief Finance Officer
and the Chief Operating and Finance Officer and be signed off by the Audit & Governance
Committee on behalf of the CCG’s Governing Body.

7.9

The business impact analysis will be reviewed at least annually or whenever significant changes
to key internal processes, location or technology occur or whenever significant changes to the
external operating environment occur, system or regulatory change occurs or in the event of the
deployment of the business continuity plan.

7.10

The business continuity strategy will be reviewed annually by the Deputy Chief Finance Officer
and the Chief Operating and Finance Officer and be signed off by the Audit & Governance
Committee on behalf of the CCG’s Governing Body.

7.11

The business continuity plan will be reviewed annually or sooner in the event of a major change
to the CCG’s objectives or a deployment of the plan.

7.12

The policy will be circulated to the relevant people holding responsibility for BCM/BCP through
email, cascade and publication on the staff intranet.

8.0

CONSIDERATIONS

8.1

Alternative premises must support the connection to the Dudley IT domain where Dudley Group
NHS Foundation Trust is the IT service provider. In practice, all premises previously owned or
leased by the former Dudley PCT should have this functionality as should all Dudley GP
Practices. The CCG should ensure that such a connection is possible. Additionally, Wi-Fi should
be enabled locally to increase available capacity. All staff will be Citrix enabled and be capable
of accessing data in this way in the event of a disruption.

8.2

Data access will be facilitated through the network or alternatively via Citrix and Wi-Fi direct to
the Dudley Facilities Management Centre. The CCG will put in place an arrangement to replace
hardware that is no longer accessible.

8.3

Should the necessary hardware and/or Citrix capability be unavailable, staff will remain at home
and, where possible, will access emails through their personal IT equipment/connection. Work
files will be inaccessible.

8.4

Wherever possible, the CCG will seek alternative premises through the use of void space that
the CCG is already paying for. It will prioritise the use of premises operated by Community
Health Partnerships (CHP) to leverage local relationships. The CCG will maintain a record of
void space available. The CCG will put a firm agreement with CHP in place.

8.5

The void space at Stourbridge Health and Social Care Centre (Room 3.11 to 3.15 and 3.21 and
3.15) will accommodate 20 people (mainly the Crisis Management Team) and is expected to be
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available for the foreseeable future. This is sufficient capacity to accommodate all the staff
needed to support processes that need to be recovered within 1 week of an incident.
8.6

All other staff will be expected to work from home using Citrix to access their data.
Arrangements will be put into place with larger GP practices to accommodate the remaining
staff working from home within 1 month of an incident.

8.7

The Continuing/Intermediate Healthcare Team is currently based at Tiled House. In the event of
the need to relocate, they will move to Brierley Hill Health and Social Care Centre. Clinical staff
will only require an alternative base for limited time period.

8.8

In summary, the expectation is that all staff based at BHH&SCC would have an identified work
base within one month of an incident. BHH&SCC will become the base for staff currently based
at Tiled House.

9.0

TRAINING

9.1

All staff will receive an brief introduction to business continuity as part of the induction
programme.

9.2

The CCG will provide staff with the business continuity training necessary to ensure that they
can undertake the duties and responsibilities set out in Section 5.

9.3

A training schedule is in place and refresher training will be provided annually and full table top
exercise every three years. See Appendix 2

10.0

RECORDS

10.1

The following records must be retained and maintained to comply with this policy.
Record

Business Continuity Policy

Duration/Validity

Business Continuity Plan

Responsibility

Annual review

Business Impact Analysis
Physical Risk Assessment

Location

Annual review or
when business unit
changes dictate or a
major incident occurs

Crisis Management Plan
Exercise Reports

Annual review

Training Materials

Annual review

Contact details

Annual review

Third Party Support
Contracts

To be reviewed in
line with BC plans
and/or on contract
renewal

Soft copies to be
retained on CCG shared
drive.
Hard copies to be
distributed across the
business functions.

Deputy Chief
Finance Officer/
Governance
Support Officer

Version control should
be maintained.

Retained by Finance
and Contracting.

Performance and
Contracts

11.0

TESTING AND EXERCISING

11.1

The CCG will ensure that its BCM arrangements are validated by exercise and review and that
they are kept up to date. The CCG will consider four approaches to validation: testing,
discussion, table-top and live exercise. The method chosen will be relevant, realistic and
appropriate. BCM arrangements should be reviewed at least annually or after their deployment
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following an event.
12.0

DEFINITION OF TERMS

Activity: Processes or sets of processes undertaken by the CCG, or on behalf of the CCG, that
supports the delivery of services.
Business as Usual (BAU): Predefined acceptable levels of service delivery.
Business Continuity Management (BCM): A holistic management process that identifies potential
threats to an organisation and the impacts to business operations these threats, if realised, might
cause, and which provides a framework for building organisational resilience with the capability of an
effective response that safeguards the interests of its key stakeholders, reputation, brand and value
creating activities.
Business Continuity Management System (BCMS): Part of the overall management system that
establishes, implements, operates, monitors, reviews, maintains and improves business continuity.
Business Continuity Plan (BCP): Documented collection of procedures and information that is
developed, compiled and maintained in readiness for use in a disruption to enable an organisation to
continue to deliver its key activities at an acceptable pre-defined level.
Business Impact Analysis (BIA): The process of analysing business functions and the effect that a
business disruption might have on them.
Crisis: A time of instability in which the impacts of an event(s) threatens the CCG’s operations,
survival or reputation.
Disruption: Any event which causes an interruption to the ability to deliver business as usual.
Key Activities: Those activities carried out by the CCG which are most time sensitive and important
for ensuring continued delivery of services.
Recovery: The process through which business as usual is reached, following a disruption.
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